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Introduction

Disinformation along with other active measures has along tradition in Kremlin’s toolbox
of influencing other countries. Deliberately spread false or manipulated message may not
necessarily show an immediate disastrous impact; however, it can still cause significant
gradual harm to its target audience. Fake news and radical messages have overwhelmed
our media platforms and outlets, with a broad scope of objectives and ramifications
undermining democracies, including but not limited to swaying elections outcomes,
evoking hatred and nihilism, polarizing political discourse as well as influencing
decision-making process of various states.

In recent years, Russia’s interference in home affairs of Western democracies and aspirant
nations, has been widely identified as threat to national security for a number of European
and North American countries. Moscow’s tools range from overt and covert operations
to wide use of coordinated disinformation and fake news campaigns, camouflaged with
so-called soft power elements and pro-Kremlin proxy organizations. Russia’s hostile
narratives generally target NATO allies and partners, with the aim to erode democratic
processes. These efforts also intend to weaken relations between like-minded, Western-
facing countries in Russia’s immediate neighborhood and Europe at large.

In its threat assessment, Georgia’s recent Strategic Defense Review document
acknowledges the necessity Georgia to be ready for addressing full spectrum of threats,
including hybrid conflict scenarios originating from Russia.! Being part of Moscow’s
well-funded and organized international hostile influence campaigns, disinformation
is hard to tackle only with state-resources. Rather, one of the core countermeasures to
tackle manipulated information is building social resilience, based on rising individual

! “Strategic Defence Review 2017-2020” (Ministry of Defence, 2017), https://mod.gov.ge/uploads/2018/
pdf/SDR-ENG.pdf.
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and national awareness. In addition, ensuring strategic communication and continued
educational efforts by governments, can provide long-term deterrence and resilience
against disinformation and fake news. The same holds true for Georgia, the frontline
state experiencing Russia’s sustained information operations against the West.

The Warsaw Institute and the Georgian Institute for Strategic Studies, supported by
the Solidarity Fund, are glad to contribute to building the countermeasures discussed
above. This white paper serves to help local community leaders, civil activists, journalists,
authorities and private citizens in Georgia with general and specific reccommendations,
soft tools and skillset to develop autonomous methods and ways for countering Kremlin’s
disinformation and propaganda.

The analysis attempts to explain the phenomena of Kremlin’s disinformation in Georgia,
including its basic features, sources and agents. Importantly, we have relied upon Poland’s
experiences and Western best practices of fighting disinformation, which we believe helps
this paper put Georgia within an international context of countering Russia’s hybrid
warfare.
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Terminology and Definitions

Soft power: a country’s ability to convince others to do what it wants without force or
coercion.” Russian’s military-political doctrines, though, consider soft power as a non-
military tool of cohesion, complementary with military actions.

Hard- and smart power: while hard power has to do with the use of coercion and
payment, soft power is the ability to achieve preferred outcomes through attraction;
smart power is a combination of both tools.?

Public diplomacy: as first defined by Edmund A. Gullion, public diplomacy “deals with
the influence of public attitudes on the formation and execution of foreign policies...
encompasses cultivation by governments of public opinion in other countries... the
process of intercultural communications.™

Propaganda: information, images, opinions or ideas, mostly offering only one side of
an argument, through published, broadcast, or some other methods of disseminations,
with the intention of swaying people>s opinions.

> “Soft Power: The Means to Success in World Politics,” Foreign Affairs, January 28, 2009, https://www.
foreignaffairs.com/reviews/capsule-review/2004-05-01/soft-power-means-success-world-politics.

> Joseph S. Nye Jr, “Get Smart,” Foreign Affairs, July 1, 2009, https://www.foreignaffairs.com/arti-
cles/2009-07-01/get-smart.

* “The Edward R. Murrow Center of Public Diplomacy,” Public Diplomacy, accessed August 14, 2018,
http://publicdiplomacy.wikia.com/wiki/The_Edward_R._Murrow_Center_of_Public_Diplomacy.

> “PROPAGANDA | Meaning in the Cambridge English Dictionary,” accessed December 2, 2018, https://
dictionary.cambridge.org/dictionary/english/propaganda.
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Source: Fotolia.com
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Black propaganda: an intentionally false piece or series of information, where a messenger
carries adversarial motives. A source of black propaganda is usually hidden.

Disinformation: false information deliberately and often covertly spread in order to
influence public opinion or obscure the truth.®

Information warfare: a type of warfare aimed at gaining “the support of the combat
zone’s indigenous population, the support of the home fronts of the intervening nations,
and the support of the international community””

Psychological warfare: implies “influencing the target audience’s values and belief
system, their perceptions, emotions, motives, reasoning, and ideally, their behavior. It
is (...) aimed at maintaining the support of the loyal; convincing the uncommitted and
undermining the opposition.™

Agent of influence: an agent of a certain status tasked broadly, including but not confined
to influencing public opinion or decision making, favorable to a country, whose security
agencies operate the agent. Means employed by an agent can range from disinformation,
deception and destabilization to sabotage and espionage.’

Troll: an internet activist, who posts deliberately provocative and extreme messages in
social media or broader Internet forums with the intention of producing discontent and/
or disruption of objective truth among online users. Hybrid trolls, as NATO Stratcom
CoE study identifies, “communicate a particular ideology and, most importantly, operate
under the direction and orders of a particular state, or state institutions”."”

Bot: a computer program that performs automatic repetitive tasks', with some of them
designed to perform malicious actions. In social media, bots can be understood as
automated fake accounts, often creating networks (‘botnets’) to boost their credibility.

¢ “Definition of DISINFORMATION;,” accessed August 3, 2018, https://www.merriam-webster.com/dic-
tionary/disinformation.

7 Alexander Fokin and others, “Internet Trolling as a Tool of Hybrid Warfare: The Case of Latvia,” 2016.
Fokin and others.

Jolanta Darczewska and Piotr Zochowski, Active Measures. Russias Key Export, Punkt Widzenia, nr
64 (Warszawa: Osrodek Studiow Wschodnich im. Marka Karpia, 2017), https://www.osw.waw.pl/sites/
default/files/pw_64_ang_active-measures_net_0.pdf.

1 Alexander Fokin and others.

11 “Definition of BOT, n.d.
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Why Does Russia
Spread Fake News?

Every country conducts public diplomacy and tries to influence its perception by
other actors. Usually it is being achieved by soft or smart power measures - cultural
attractiveness, desired legal or political system and prosperity. However, countries
like Russia, predominantly governed by people with special services backgrounds, are
suspicious about non-governmental organizations or free media. In short, soft power is
perceived by Moscow merely as non-military tool of Western foreign policy, preceding
the use of military means, thus dubbing such influence dangerous to Russia’s national
security. While the quintessence of public diplomacy is ‘to win hearts and minds’, the
Russian regime interprets such engagement as aimed at ‘poisoning hearts and minds’."?

In a broader sense, Kremlin attempts to attain its strategic foreign policy goals, which
in essence entails reconquering Moscow’s sphere of influence, specifically in the former
Soviet space. In fact, Moscow’s endeavors to do so regard mutually exclusive United
States and the European Union’s engagement within the same area. More specifically,
the Kremlin’s aspirations include but are not confined to controlling trade and energy
routes in the South Caucasus and the Black Sea regions, which would strengthen Russia’s
ability to project power in Eurasia as well as impact domestic and foreign policies in
Central Eastern European countries like Poland and Ukraine. While the Russian regime
is overwhelmed with corruption and failure to provide good governance for its own
citizens, relative success in regional and international affairs would assuage internal
hardships and focus the public attention on Russia’s long-sought great power status,
being an equal player with the West.

12 Banepnii [epacumos, “llennocts Hayku B [Tpensunennn,” Boenro-ITpomviunennoiii Kypoep, no. 8 (476)
(February 27, 2013), http://vpknews.ru/print/articles/14632. See also KoHijeny BHelHel MOMUTUKY
Poccmitckoit Pepepanun (yrepxzieHa Ilpesnpentom Poccuiickoit @epepanym B.B. Ilytuneiv 30
Hos16ps 2016 1.), http://www.mid.ru/foreign_policy/news//asset_publisher/cKNonkJE02Bw/content/
id/2542248
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In pursuit of its domestic and foreign policy interests, Moscow has adjusted its strategy
and tactics in a hybrid manner. In a country-specific case, such adaptation would mean
creating favorable circumstances for Russia locally, which would enable Moscow’s
freedom of operation in a certain country of interests or a number of states. Since
Russia can hardly offer competitive advantage with the United States or the European
Union in Eastern Europe or the Black Sea region, it essentially focuses on promoting the
image of the West in highly negative terms. While such a tactic’s foundation cannot be
fact-based discussions, Moscow faces the necessity to create fake news, disinformation
and propaganda to ignite social division, radicalization or undermining trust towards
Western democratic governments or the system itself.

With the same logic, it is in Russia’s interests to sow distrust toward authorities and leaders
in Europe and North America, which usually results in massive popular frustration and
lack of civil participation in elections or broader civil society activities. Importantly,
electoral dissatisfaction cannot solely be attributed to Russia’s engagement, given that
most times it has to do with government’s inability to deliver on promises; however, the
strength and hybrid nature of propaganda likely pertains to studying exploitable areas
in the society and amplifying genuine concerns through overt and covert methods,
including cyber. While such an attitude is not a distinguishing factor for friendly nations
to Georgia, Russia’s hostility towards the country is not confined to any frameworks.
In sum, radicalization and polarization, through exploiting existing divisions among
society and discouraging any broader societal consensus on strategic issues, such as
territorial integrity or Western integration may have adverse medium- and long-term
impact on the country’s pursuit of its national interests.

Russia has declared its interest against Georgia’s NATO membership. However, both -
official positions of NATO and vast majority of the Georgian citizens support the country’s
accession into the Alliance.” Thus, an idea of stubbornly rallying against Georgia’s NATO
path will not provide direct benefits for its proponents (mainly Moscow and pro-Kremlin
forces in Georgia). For this reason, it is in Russia’s interests and also a proven track-record
to employ fake news and propaganda as well as its local proxies in Georgia to reduce
popular support to NATO as well as the European Union. For instance, manipulated
message, so-called half-truth was circulated in media by pro-Kremlin forces in Georgia,
when representatives from Tbilisi were not invited to the 2017 NATO Summit in Brussels.
Although it was technically true, those messages omitted the fact that the 2017 summit
was a formal meeting of head of states of the member states, thus non-members did
not participate in the event. Similarly, fake news was spotted in November 2017, when

B NATO, “Secretary General: NATO Is United in Support for Georgia’s Security, NATO, accessed August
14, 2018, http://www.nato.int/cps/en/natohq/news_157482.htm.
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Tbilisi24 spread fake news asserting that Andrzej Duda, president of Poland, opposed
Georgia’s EU membership, while in reality President Duda emphasized the importance
of keeping EU doors open for the new members."

SUMMIT

A joint statement by NATO Secretary General, Jens Stoltenberg and President of Georgia, Giorgi
Margvelashvili. Source: www.nato.in

14

“EU Should Keep Its Door Open to New Members,” November 2017, President.pl, http://www.presi-
dent.pl/en/news/art,606,georgian-president-starts-visit-to-poland.html.
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Hostile Information Campaigns
Against Georgia and the West

Propaganda in 4D

The Atlantic Council’s Digital Forensic Research Lab, which focuses on identifying,
exposing and explaining disinformation, has identified Russia’s 4D propaganda - Dismiss,
Distort, Distract and Dismay. Each of them has to do with Russia’s established rulebook,
which comes into play when a major event happens involving Moscow’s core interests.

Dismiss - label accusations as Russophobia or warmongering of the West

Distort - falsify evidence and present so-called alternative facts

Distract - if you are accused, accuse someone back and try to blur the reality

Dismay - threat any action with military consequences, like nuclear escalation
in case of NATO enlargement

Aspen Institute’s Andrew Wilson singles out three categories of Moscow’s outward-
facing propaganda. The first is designed to stimulate paralysis and confusion through
propaganda, while the second targets entities and individuals with existing deep-rooted
anti-systemic leanings, to exploit them in a variety of ways. And, the third seeks to
promote alternative realities, which in essence entails a certain media narrative being
reinforced by a group of pro-Moscow political parties, NGOs, church, and other entities."

5 “Andrew Wilson: Four Types of Russian Propaganda,” StopFake.Org (blog), December 13, 2015, https://
www.stopfake.org/en/andrew-wilson-four-types-of-russian-propaganda/.
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According to Pomerantsev and Weiss:

The Kremlin’s influence can be thought of
concentrically: in Ukraine it can create complete
havoc; in the Baltics it can destabilize; in Eastern
Europe, co-opt; in western Europe, divide and
rule; in the US, distract; in the Middle East and
South America, fan flames.."

Tailored Propaganda

4D propaganda is usually distributed via Russian or pro-Russian media, Kremlin
supporters in other countries as well as affiliated organizations and associations. When
4D propaganda is employed, high-level coordination between these proxy agents of
Russia — from far-right to far-left, from conservative to liberal - can be easily tracked
even through open source analysis.

Relying on such tactics and playbook, Russia has been constructing and promoting some
universal narratives pertaining to its relations and the image of the United States and the
West, including NATO and the European Union. These messages usually lack ground
and have to do more with speculations and allegations than with objective truth and fact-
based argument; they include but are not limited to the following theses:

» NATO/USA are hostile and aggressive toward
Russia; Moscow needs to defend itself;

 The Western model was aimed at destroying
Russia after the fall of the USSR;

* The West is demoralized, while Russia defends
Christian/Orthodox/conservative values;

 Ukraine and the Baltic states are fascist,
inherently anti-Russian and anti-Soviet;

* The West imposes homosexuality. Russia is
against ‘Gayropa}

* The European Union is falling apart.

16 Peter Pomerantsev and Michael Weiss, “The Menace of Unreality: How the Kremlin Weaponizes Infor-

mation, Culture and Money, 2014.
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 Euro-Maidan revolution was the US-EU plot
against Russia’s interests in Ukraine;

* Russia is a great power and has a right to
interfere in its current and former spheres of
influence (Commonwealth of Independent
States (CIS), former USSR);

* Russia is not responsible at any length for the
outbreak of the World War II;

* If the United States and NATO intervened in
the Balkan wars, Kosovo as well as in Iragq,
Afghanistan and Libya, it is legitimate for
Russia to intervene in Georgia or Ukraine.

For informed citizens, these sorts of propaganda narratives may seem ridiculous; however,
Moscow has spent substantial financial and political capital to create international
audience, who eventually try to integrate them into their worldview as a result of
coordinated messaging, amplified with Russia’s state-sponsored efforts.

Kremlin’s information operations are not limited, though, to geopolitics only. A
significant share of such narrative concern economic issues, such as energy supplies,
ecology, investments etc.; basically any matter that influences the state’s functioning or the
security system. Another focus is center on values and moral concerns. The very special
type of hostile messages carry sexual context, i.e. targets either women, or homosexuals,
who are depicted as ,,devious Satan’s zealots.” In sum, in the Kremlin world, the West is
labeled as evil, degenerated and its democracy as a myth; however, Moscow is painted
as “morally clean.””” Other messages are designed specifically for a given country. For
instance, pro-Kremlin messages in Poland can be found on Slavophiles, Neopagans or
alternative lifestyle websites.'* We can describe such creation and adjustments of content
as tailored propaganda.

17 Alexander Rondeli, “Moscow’s Information Campaign and Georgia” (Tbilisi, 2014).

'8 Joanna Kwiecien, “Poland through Eurasian Eyes: Russian Propaganda Messages in the Media,” The

Warsaw Institute Review, no. 3 (July 18, 2017), https://warsawinstitute.org/poland-eurasian-eyes-rus-
sian-propaganda-messages-media/.



COUNTERING RUSSIA’S DISINFORMATION AND PROPAGANDA IN GEORGIA

Kremlin Narratives
in Georgia

Alexander Rondeli, late Founding President of the Rondeli Foundation observed several
trends in the Russian narrative toward Georgia:"

» Georgia has to stay with Russia because of its
geography, the common 200-year history and
the common Orthodox religion.

 Georgian and Russian people are friendly to
each other and only the Georgian governments
betray that friendship, going against historical
logic and trying to take Georgia out of Russia’s
sphere of influence.

+ Russia will never let Georgia go, join NATO
and the EU, and will destroy Georgia if it does
not obey Moscow’s will.

« the West is not a reliable partner and Georgia is
in an illusion about its Western perspective.

In addition, the Russian propaganda has been lead in convincing communities and
policy makers in the world that Saakashvili (ex-Georgian President) started the war of
2008 and Russia had to intervene to defend South Ossetia (occupied Tskhinvali region
of Georgia) due to alleged ethnic cleansing. Kremlin proxies also claim that throughout
the war, Georgia was not supported in any way by the West, which in reality is not true.*

1 Alexander Rondeli, “Moscow’s Information Campaign and Georgia.”

% “Opinion | Russia Invaded Georgia 10 Years Ago. Don’t Say America Didn’t Respond.,” Washington Post,
accessed August 16, 2018, https://www.washingtonpost.com/opinions/russia-invaded-georgia-10-years-
ago-dont-say-america-didnt-respond/2018/08/08/ba4279d4-9b3e-11e8-8d5e-c6c594024954 _story.html.



Bogdo®m3zgemdo Gligool JHobRMEOBs305LmMsb s 3MM35g56oLMLL 533053905

Another way to invoke propaganda tools has to do with focusing on LGBT issues in
Georgia. Such methods include presenting an LGBT status as sexual deviance, equal
to incest or necrophilia, in order to evoke emotions of fear and disgust can be evoked
among conservatively-minded citizens. In a broader context, propaganda and nationalist
forces attribute LGBT matters to the so-called notion of “aggressive Western export of
homosexuality” to the Caucasus. Likewise, the concept of “the other” is successfully
employed in xenophobic (directed mostly against Muslims or the neighboring countries),
anti-migrant and nationalistic circles.

Furthermore, propaganda forces attempt to convince people that Georgia’s territorial
disputes prevent the country’s NATO accession and any membership would equal a
NATO-Russia war. In reality, these debates are solely theoretical, which fail to be supported
by any actual evidence. Instead, such rhetoric can only be aimed at enhancing nihilistic
mood among citizens of Georgia toward democratic development and integration into
Western institutions.”'

Table 1: Russian Myths in Georgia

Values | Politics | Economy
Europe/USA/West is threating Georgia’s NATO integration | Only Russian market is
Georgian national values and equals losing Abkhazia and | profitable for Georgia
traditions Tskhinvali Region/South
Ossetia
Western values are incompatible | 2008 Russia-Georgia war Georgia would benefit from
with Georgian ones was exclusively President integration in Eurasian
Saakashvili’s fault Economic Union
The West is fighting Orthodox Georgia is an American Association Agreement [with
values, while Russia’s defending | puppet the EU] will destroy Georgian
them economy

West will impose homosexuality | Georgia should be a neutral | Georgia should be an agrarian
and homosexual marriage on country economy as it was in the Soviet
Georgians period

Georgia also has its own ‘Lisa story’ - fake news about a rape which never took place. Lisa
was a Russian-German girl, who was supposedly raped by an immigrant in Germany.
Before it came out that no rape had taken place, rallies and protest were organized in

2l Malgorzata Krakowska, “Georgia is not only a consumer of global security,” New Eastern Europe, June 13,2017,
http://neweasterneurope.eu/old_site/interviews/2382-georgia-is-not-only-a-consumer-of-global-security.
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Germany, the case was widely reported by the Russian international and domestic media,
and even Siergiei Lavrov, Russia’s Minister of Foreign Affairs, made two public statements
about political correctness standing in a way of German police to properly handle the
case.”? On July 4, 2018, a similar story appeared in Georgia: **

A portal Mystar.ge releases a story

Fake news: an Arab man raped a Georgian girl, while Polish and Ukrainian
nationals witnessed the situation

An ultra-nationalistic organization, Georgian March, endorses
and emplifies the message
Other media and social media further pick up the story

Georgian March calles for a rally

b 4

Georgian Interior Ministry confirms that no such incident was reported

22

23

Stefan Meister, “The ,,Lisa case”: Germany as a target of Russian disinformation,” NATO Review, July
25, 2016, https://www.nato.int/docu/review/2016/also-in-2016/lisa-case-germany-target-russian-di-
sinformation/EN/index.htm.

See also: 65035 4060, ,,QMM P36 (39ES YoedO 533530 3 5MH5dOL F0GM JoMIZGEO FMAMBIL
39135¢099M9d0L dglisbgd”, Mythdetector, July 9, 2018, http://www.mythdetector.ge/ka/myth/rogor-
gavrtselda-qalbi-ambavi-3-arabis-mier-kartveli-gogonas-gaupatiurebis-shesakheb.
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Fabrication of History

In a 2018 report, Media Development Foundation (MDF) Georgia released results of
its extensive media monitoring efforts, devoting significant attention to fabrication of
history by Russian and pro-Kremlin media organizations in Georgia. One noticeable
analytical thread captured by the report shows an attempt to present the Soviet past in
a positive context. For instance, Crimes of massive scale committed by the USSR, such
as the Katyn tragedy, Holocaust in Ukraine and the Holodomor, were justified and
historic facts were misinterpreted.**

Importantly, there are not many special fake news or attempts of history falsification
in France or the United Kingdom emanating from the Kremlin; however, they are
abundant in Moscow’s neighboring countries, including Georgia and Poland. In these
areas, Moscow’s goal is to evoke Soviet nostalgia.>® The reason Russia tries to kill any
anti-Soviet sentiments supports the idea of maintaining an image of “old, good Soviet
times”, which was not the case in reality.*

Similar thoughts were mostly tailored overtime in the USSR, when the Soviet regime
was trying to win hearts and minds of its domestic population through massive
brainwashing techniques and monopolized media while competing with the West
globally by discrediting it.”” Notably, even though the USSR system has long dissolved,
such myths have persisted among the old generation in Georgia, who are mostly prone
to Russia’s modern hybrid tactics. Moscow, who has been ardent to continue its Soviet
legacy, in essence exploits Soviet narratives today to undermine Georgia’s Western
integration and the West broadly.

**  Malgorzata Krakowska, “Georgia is not only a consumer of global security.
»  Ibid.

%6 Media Development Foundation, “Anti-Western Propaganda,” 2018, http://mdfgeorgia.ge/uploads/
library/89/file/eng/ AntiWest2017ENG.pdf?utm_source=newsletter&utm_medium=email&utm_
campaign=kremlin_watch_briefing british_intelligence_chief names_and_shames_the_kremlin_
for_its_hostile_activities&utm_term=2018-05-15.

7 Richard H. Shultz, Roy Godson, Anatoliy Golitsyn, “Dezinformatsia: Active Measures in Soviet Strat-
egy; New Lies For Old: The Communist Strategy of Deception and Disinformation,” 1984, https://
www.foreignaffairs.com/reviews/capsule-review/1984-09-01/dezinformatsia-active-measures-soviet-
strategy-new-lies-old.
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CASE STUDY: KREMLIN'S DISINFORMATION AND TOXIC NARRATIVES ON LUGAR LAB IN TBILISI

»LUGAR LABORATORY” USAGE IN VARIOUS DISINFORMATION CAMPAIGNS

Authorities

South Os

Russian
Government:
“Lugar Lab
a national security
threat”

Igor Giorgadze, Georgia's
ex-State Security Minister
and former KGB general,
accused the United States
of clandestine efforts
in Georgia by carrying out
biclogical tests on humans.

On October 4, 2018, Russia's Ministry of Defense
{MoD) accused the United States of running a secret
biological weapons lab in Georgia, in breach
of international conventions. Russia's Military’s
Radiation, Chemical, and Biological Protection
troops, Maj. Gen. Igor Kirillov stated at a special
briefing that the Richard Lugar Center for Public
Health Research in Thilisi represented a direct
national security threat to Russia.

Reiterated by Russi
eiterated by Russian METHOD

media and officials

v

False correlation

Local Georgian media False accusations

v

American officials

P Foreign media outlets
(Mew York Times,
Washington Post, etc.)

Attempt to link random
American-made patent
copies of toxic mosquito
aerial release systems

to the Lugar Center with a
speculative notion and
they are made to attack

Russia,

Russian state and media
argued that the Lugar
Laboratory carried out
biological experiments

on humans, killing over
70 Georgians in 2015

— www.warsawinstitute.org




“Biofear” as active measures:

The Soviet Union also employed coordinated disinformation, for instance,
accusing the US of engineering AIDS (operation Infektion).

Bio weapons
and viruses
are produce
Secret military lab at Lugar Lab

DISINFORMATION NARRATIVES

American labs
are surrounding
Russia, and built in
close proximity
with the Russian border
to gather genetic
materials

Georgia
is a “bio-polygon”
bioweapons are being
tested on humans

GOALS:

- Promote anti-American narratives internationally
- Damaging Georgia's regional and international reputatior
- Sowing distrust toward the West
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CASE STUDY: KILLING BEFORE LUNCH

On February 27, 2018, Niezalezny Dziennik
Source: Polish tabloid, Polityczny (Independent Political Journal,
Super Express (Feb 21,2018) NDP), published an article ,The Gendarmerie
with misleading title confirms: Americans killed few Poles while
hurrying for lunch.”

The publication claimed that
an American military vehicle smashed
a van with disabled people,

DRAWSKD POMORSKIE
-

leaving several Polish victims dead.
It also used an alleged statement
L ] ~ - -
S frpm th.e. spokesperson _
of Polish Military Gendarmerie.

ALEKSANDROW KUMWSKI
.

Frankenstein article

Article was in fact a mix
of paragraphs from five different articles:
three about actual traffic accidents,
albeit neither involving military vehicle
- nor soldiers; one guide on getting insurance
s TV T——— after hit-and-run and one about training
ALEKSANDROW KUIAWSK] - REHABILITATION CENTER about Polish traffic law for American troops.

Smearing efforts against NATO troops

Pro-Kremlin media outlets in Poland have a long tradition of smearing efforts
andspreading disinformation against NATO, the Polish army and American troops inPoland.

Basic Conspiracy and Fake Narrative

+ American soldiers are homosexual/transgender
= Foreigners are disrespectful toward Poles and Polish army
- NATO is an occupant. People are dying in traffic accident because of NATO

Potential

« Negatively impact domestic politics in Poland and weaken NATO's Enhanced Forward
Presence in the country

+ Undermine popular support to military alliances, bases, or exercises,

by evoking hostility and discontent

— www.warsawinstitute.org
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COUNTERING RUSSIA’S DISINFORMATION AND PROPAGANDA IN GEORGIA

Key Sources of Kremlin
Propaganda in Georgia

Moscow’s coordinated narrative goes far beyond its web of media outlets and social
media agents and trolls; it is reinforced and multiplied through a wide variety of so-called
civil society organizations, Government NGOs (GONGOs), political parties, Eurasianist
integration groups and other actors.

A number of Russian civil society organizations, such as the Federal Agency for the
Commonwealth of Independent States Affairs, International Humanitarian Cooperation
and Compatriots Living Abroad, receive around 100million USD per year, on top of
GONGOs, at least 150 of which are financed by Russian presidential grants totaling USD
70 million per year.” They serve as amplifiers of the mainstream Russian voices, when
and where need be, in Moscow’s 4D propaganda.

As in other Western cases, the Kremlin in Georgia operates attributed, non-attributed
and affiliated elements and exploits social media and other online platforms for its
information warfare purposes at a high level of sophistication.”” By so doing, Moscow
relies upon domestic and its so-called soft power organizations, who have been extensively
funded and politically supported in Georgia.

# RAND, “Russian Social Media Influence: Understanding Russian Propaganda in Eastern Europe,
2018, https://www.rand.org/pubs/research_reports/RR2237.html.

¥ RAND.
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Target Audiences

Answering the question who is the target audience of Kremlin information and
psychological influence operations in Georgia? The simplest answer is: everyone possible,
who is susceptible to pro-Russian and Russian sentiments. In addition, the list can be
extended by Georgian diaspora in Russia, who are exposed to the Russian media, as well
as Georgian Orthodox communities as well as farmers, whose main source of income
was trade with Russia, and ethnic minorities.

As frequently reported by various civil society organizations in Georgia, ethnic minorities
residing in densely populated areas in Georgia (Samtskhe-Javakheti, Kvemo Kartli and
Kakheti regions) are mostly susceptible to Kremlin disinformation and propaganda.
Known reasons to support this statement basically pertain to a gap between the minorities
and the Georgian media space, coupled with their language barrier (mostly Russian).
Additionally, it seems that Georgian national broadcasters have limited incentive to
launch programs and provide content specific to ethnic minorities, considering language
and interests. In these circumstances, Russian TV channels have been more attractive for
the minorities.*

30

IDFI Georgia, “Kremlin’s Information War: Why Georgia Should Develop State Policy on Counter-
ing Propaganda,” August 22, 2016, https://idfi.ge/public/upload/Meri/Giorgi%20Lomtadze/Policy%20
Paper.PDE.



COUNTERING RUSSIA’S DISINFORMATION AND PROPAGANDA IN GEORGIA

General Suggested Approaches
to Address Disinformation

Below we propose several general and specific ways to respond to disinformation and
fake news at citizen and civil society levels.

Communicate: If your institution or organization becomes a target of disinformation,
unable to cope with it autonomously, you have your own tools at your disposal, including
physical and virtual ones. In this smartphone era, every citizen can have equal means
and access to information, thus being able to provide the public and her/his community
with credible and accurate information. In case one faces lack of understanding of a
certain issue, it is always recommended to consult a specialist before going public about
that matter.

Fact-check and cross-check: If a certain piece of news carries personally, socially
or politically sensitive character, one way to act before believing it is checking official
sources, credible media or referring to fact-checking mechanisms. For instance, EU vs
Disinfo (wider European level), or Factcheck.ge and Myth Detector (local Georgian) are
respectable sources for fact-checking. In addition, one more way to act is to check an
author of a certain news piece, to clarify a title, affiliation or other visible traits, which
may help you identify true nature and purpose of such information.

Debunk: Debunking can serve as a long-term tool to counter disinformation. Since fake
news tend to reemerge overtime, it is efficient and sustainable to identify, expose and
explain it from the beginning. By so doing, we can reduce chances of hostile actors to
potentially reuse same conspiracy or fake narratives.

Educate: Quality general education (e.g. in history, chemistry, or physics) as well
as encouraging logical and critical thinking among the wider public can be the most
powerful preventive measure against propaganda and disinformation. In addition, media
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literacy coupled with government and civil society’s continued efforts to adapt with the
rapidly changing world, may be one of the strategic and robust ways to build a resilient
and forward-looking society.

Research: The more we know about disinformation sources and methods, the more we
can counter them. In this digital era, science and fact-based analytical research has been
instrumental to making informed decisions and rational choices.

Ridicule: While dealing with conspiracy theories (CT) and disinformation, ridiculing
can be one of the better methods to employ.”’ Dr. Marcin Napidrkowski asserts that
ridiculing of CT should be directed toward the theory, not individuals voicing it.** For
instance, if a certain source or group of people promote a notion that Poland was an
ancient empire, ridiculing such a pseudoscientific notion has shown more efficient than
trying to counter it with a serious debate.

31

Gébor Orosz et al., “Changing Conspiracy Beliefs through Rationality and Ridiculing,” Frontiers in
Psychology 7 (October 13, 2016), https://doi.org/10.3389/fpsyg.2016.01525.

Marcin Napiorkowski, “Jakrozmawia¢ z ludzmi, ktérzywierzg w teoriespiskowe, czyliSmieszkowanie-
strategiczne,” MitologiaWspodtczesna (blog), March 4, 2017, http://mitologiawspolczesna.pl/smieszkow-
anie-strategiczne-czyli-rozmawiac-ludzmi-ktorzy-wierza-w-teorie-spiskowe/#sdfootnote2anc.

32



COUNTERING RUSSIA’S DISINFORMATION AND PROPAGANDA IN GEORGIA

Recommendations

For information recipients:

» Be wary of the activates and content provided by Russia state
or pro-Kremlin media and NGOs. They usually have their
own agenda, which may be targeting you. If you encounter
a message of a strong emotional character, before sharing it
or commenting, ask yourself questions: is it presenting facts,
or interpretation? Is the language appropriate and adequate?
Was it a clickbait? What purpose may be hidden behind this
specific narrative?

* Be skeptical about reposting, retweeting or sharing general
stories and social media posts. After reading one media
source pertaining to a significant issue, make sure you
double check it on other platforms and official sources. Try
to find out accuracy of the story, identity and authenticity of
the author as well as the media outlet.

*  When encountered by an alleged troll on social media, or
other platforms, try to act with satire and humor, or do not
engage with them. It is in their interest to get you involved
and dismay or frustrate. Do not help them do it.

* Freedom of speech is one of the cornerstones of democracy;
however, it does not enable or serve as an excuse for
spreading lies, defamation and fake news. Have this in mind,
while being a responsible and active citizen.
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* Avoid sources known for spreading disinformation or
propaganda. Studies show that after time passes, people
remember the news from the place they first encountered
it, but not the source itself. It applies also even if one knows
that the source is fake.

* Remember about the existing tools, such as fact-checking
websites or report button in the social media. Although
usually there is no way to block somebody’s activities just
because of spreading lies, both ordinary and hybrid trolls
often use hate speech and other illegal acts. Do not hesitate
to report them.

* Before trusting, joining or attending events of Russia-affiliated
organizations, ask for their financial sources, connections and
intentions to make value-based informed decisions.

* You can make a difference by organizing a swarm - a
decentralized group without a leader, which may, like
Lietuvan elves, report commentaries and materials posted
by trolls, or lobby through the mass effect to, i.e, convince
Internet retailers to cease selling clothes with Soviet
symbols.” Note that elves would never ask you to hurt or
persecute anyone.

For communicators (authorities, community leaders, journalists, and clergy):

« Ifyou encounter disinformation or a suspicious news
piece, react quickly with adequate channels, online and
conventional. Use technology actively to defend yourself and
reach out to wider public.

o Itisimportant in your corporate environments to have
close coordination of communications, including reporting
mechanisms so that you do not become easy targets for
disinformation, as well as protect your own organizations
from such occasions.

3 “The Lithuanian elves movement as a patriotic block chain,” Propastop, October 19, 2018, https://www.

propastop.org/eng/2018/10/19/the-lithuanian-elves-movement-as-a-patriotic-block-chain/
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Plan your communication channels. Use images, be aware
of your weak points and consult. Maintain contacts with
other communicators in the local communities, so that you
can reach out to people, personally and through various
means as necessary. Make the communication a mix of
entertainment and education - edutainment.

If need be, consult experts, NGOs and government agencies
for information, advice and further action. Most of them are
accountable to you.

Shocking news, being effective clickbait, may act a source

of good revenue for the media. However, before sharing

it further or using it in public discourse, verify their
authenticity and credibility. Be responsible and do not spread
messages of origin and purpose you are not sure about.

When you come across a suspicious photo on the internet,
one way to confirm its authenticity is to employ reverse
search engine. E.g. through using this tool: https://reverse.
photos. If a certain image frames a new piece in a suspicious
context, check whether it really illustrates that particular
event.

www.newsguardtech.com offers a free browser extension,
which will help you better recognize suspicious news sources
on a daily bases. Do not hesitate to download it
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Conclusion

Moscow employs a wider range of measures to promote and justify its policies and
strategies internationally by distorted, fabricated or manipulated information and half-
truths. Russia’s disinformation efforts, including methods, objectives and agents in
Georgia as well as in broader Europe and North America are well-resourced. Since it is in
Russia’s interests to undermine our democracies, well-being and freedoms, we, citizens of
Georgia and the West need to develop individual and collective resilience through open
and fact-based discussion, active participation and proper use of modern technology.

We hire government officials to provide us with security, but it does not entirely free us
from our own responsibility and inherent right to self-defense. Acting alone, governments
may fail to cope with Russia’s hybrid warfare and disinformation; thus, we need to get
involved and employ the strongest tool at our disposal — objective truth. By so doing,
we will ensure better security and prosperity of ourselves and our country through
collaboration, debate and individual leadership.



Source: Zurab Kurtsikidze PAP/EPA
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‘ CASE STUDY: KREMLIN'S DISINFORMATION AND TOXIC NARRATIVES ON LUGAR LAB IN TBILISI

»LUGAR LABORATORY” USAGE IN VARIOUS DISINFORMATION CAMPAIGNS

Russian
Government:
“Lugar Lab
a national security
threat”

lgor Giorgadze, Georgia's On October 4, 2018, Russia’s Ministry of Defense
ex-State Security Minister {MoD) accused the United States of running a secret
and former KGE general, biological weapons lab in Georgia, in breach
accused the United States of international conventions. Russia’s Military's
of dandestine efforts Radiation, Chemical, and Biological Protection
in Georgia by carrying out troops, Maj. Gen. Igor Kirillov stated at a special
biological tests on humans. briefing that the Richard Lugar Center for Public
Health Research in Thilisi represented a direct
national security threat to Russia.

Reiterated by Russian

Bl e 1 METHOD SPECULATIONS
media and officials

B Local Georgian media False correlation False accusations

v

American officials

B Foreign media outlets
{New York Times,
Washington Post, etc.)

Attempt to link random Russian state and media
American-made patent argued that the Lugar
copies of toxic mosquito Laboratory carried out
aerial release systems biological experiments
to the Lugar Center with a on humans, killing over
speculative notion and 70 Georgians in 2015
they are made to attack
Russia,

— www.warsawinstitute.org



“Biofear” as active measures:

The Soviet Union also employed coordinated disinformation, for instance,

accusing the US of engineering AIDS (operation Infektion).

Secret military lab

Bio weapons
and viruses
are produce
at Lugar Lab

DISINFORMATION NARRATIVES

American labs
are surrounding
Russia, and built in
close proximity
with the Russian border
to gather genetic
materials

Georgia
is a “bio-polygon”-

bioweapons are being

tested on humans

GOALS:

- Promote anti-American narratives internationally

- Damaging Georgia's regional and international reputatior
- Sowing distrust toward the West
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CASE STUDY: KILLING BEFORE LUNCH

Source: Polish tabloid,

Super Express (Feb 21, 2018)
with misleading title

On February 27, 2018, Niezalezny Dziennik
Polityczny (Independent Political Journal,
NDP), published an article ,The Gendarmerie
confirms: Americans killed few Poles while
hurrying for lunch.”

The publication claimed that
an American military vehicle smashed
a van with disabled people,

leaving several Polish victims dead.
It also used an alleged statement
from the spokesperson
of Polish Military Gendarmerie.

KEY:

DRAWSKO POMORSKIE - MILITARY TRAINING GROUND
ZANRIEW0 - ACCIDENT

ALERSAKDROW KUJAWSKI - REHABILITATION CENTER

Frankenstein article

Article was in fact a mix
of paragraphs from five different articles:
three about actual traffic accidents,
albeit neither involving military vehicle
nor soldiers; one guide en getting insurance
after hit-and-run and one about training
about Polish traffic law for American troops.

Smearing efforts against NATO troops

Basic Conspiracy and Fake Narrative

« American soldiers are homosexual/transgender

Potential

Presence in the country

by evoking hostility and discontent

Pro-Kremlin media outlets in Peland have a long tradition of smearing efforts
andspreading disinformation against NATO, the Polish army and American troops inPoland.

« Foreigners are disrespectful toward Poles and Polish army
« NATO is an occupant. People are dying in traffic accident because of NATO

= Negatively impact domestic politics in Poland and weaken NATO's Enhanced Forward

+ Undermine popular support to military alliances, bases, or exercises,

— www.warsawinstitute.org
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